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Abstract

Most network anomaly detection systems (NADSs) rely on the distance between the
connections’ feature vectors to identify attacks. Traditional distance metrics are inefficient
for these systems as they deal with heterogeneous features of network connections. In this
paper, we address a clustering-based NADS employing a data-driven distance metric. This
metric is outcome of a proposed metric learning (ML) method, which extracts its required
side information from the training samples. The learned transformation matrix maps the
connections’ features to a new feature space in which normal and attack connections are
more well-separated while the local neighborhood information of the connections’ features
is preserved using the Laplacian Eigenmap technique. The proposed NADS is evaluated
over the Kyoto 2006+ and NSL-KDD datasets. The experimental results show that it has
superior performance in comparison with a recent SVM-clustering based NADS that em-
ploys the traditional Euclidean distance function.

Key words: Network anomaly detection; Metric learning; Linear feature transformation;
Clustering method; Similarity/dissimilarity constraints.

1 Introduction

Intrusion detection systems (IDSs) are pieces of software or hardware supplying the secu-

rity of connections in computer networks. These security tools, which are used to detect

suspicious traffic, have received a great amount of attention in recent decades. IDSs ap-

ply two common techniques: misuse detection and anomaly detection. Misuse detection
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schemes employ a predefined set of attack signatures to determine anomalous activities.

These schemes compare each network connection against the predefined set to detect at-

tacks. Hence, they are not able to detect zero-day attacks. On the other hand, an anomaly

detection scheme models the normal traffic behavior and each deviation from this identified

model is considered as a potential attack [1]. Anomaly detection schemes can detect new

attacks and due to the growth of zero-day attacks in recent years more attention have been

paid to them. Apart from network security, detection of anomalies as unexpected patterns in

a dataset has wide variety of applications such as target detection in image processing [2] or

fraud detection of credit cards in finance [3].

Machine learning techniques such as clustering and classification are the most common

methods to group similar network connections and model normal traffic behavior. Distance-

based classifiers such as support vector machine (SVM) [4] and k-nearest-neighbors [5] as

well as distance-based clustering methods, e.g., k-means algorithm and its modifications [6,

7], have been frequently used for designing network anomaly detection systems (NADSs).

On the other hand, the distance functions deployed by these clustering and classification

methods strongly affect the performance of the underlying NADSs [8].

Traditional distance metrics like the Euclidean or Mahalanobis distance functions are usually

used by the recent proposed NADSs. However, the network connections have heterogeneous

features, and these metrics cannot properly reflect the distance between the connections’ fea-

ture vectors to determine attacks. Furthermore, these metrics don’t consider the importance

of each feature in the underlying NADS and due to the different scales the effects of some

features may dominate the effects of the others. Metric learning (ML) approach can over-

come the disadvantages of the traditional metrics. It is the task of learning a distance func-

tion tuned to a specific application using provided side information [9]. Side information

can be in the form of similarity/dissimilarity constraints. Similarity constraints are pairwise

observations, which should be close to each other by applying the learned distance func-

tion. On the other hand, dissimilarity constraints are pairwise observations that should be

far from each other in the new distance metric [9]. ML provides a proper application spe-

cific feature weighting. Different types of ML methods have been proposed and applied in
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real-world applications so far, e.g., LMLML [10], SERAPH [11] and COMID-SADL [12].

Learning a good distance metric has a vital role on the performance of the NADSs, which

employ distance-based machine learning algorithms. These NADSs usually rely on a dis-

tance metric to measure the distance between the network connections’ feature vectors. As

a result, learning a proper distance metric taking into account the constraints of the NADSs

could provide a reliable and fair comparison of the network connections’ feature vectors,

which improves the accuracy of the employed machine learning methods and eventually

the performance of the underlying NADSs. Metric learning algorithms can also be useful

for improving the performance of anomaly detection in other fields of study such as image

processing [13].

In this paper, we propose a linear ML method for unsupervised NADSs, which employs

distance-based clustering or classification methods. We suppose that there is not any pre-

defined side information and we directly extract the similarity/dissimilarity constraints and

finally a new distance metric from the training samples, i.e., the unlabeled feature vectors

of the network connections. This metric is a feature weighting, which transforms the con-

nections’ feature vectors from one feature space into another. Besides, the proposed scheme

reduces the dimensionality of the connections’ features. Therefore, it can be useful to han-

dle the challenge of processing high-dimensional data sets. It uses the Laplacian Eigenmap

technique to preserve the intrinsic structure of the connections’ feature vectors in the trans-

formed space. The proposed ML method extracts a set of informative and discriminative fea-

tures from the input features of the network connections, and hence the underlying NADSs

can better classify similar and dissimilar connections.

The rest of this paper has been organized as follows. Section 2 reviews previous feature

transformation methods for IDSs as well as some backgrounds on ML. Section 3 describes

the details of the proposed unsupervised linear ML method. Section 4 presents the over-

all schema of an unsupervised clustering-based NADS using the designed ML entity. The

performance of this NADS is evaluated in section 5 over the Kyoto 2006+ and NSL-KDD

datasets before concluding the paper in section 6.
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2 Related Works and Backgrounds

The performance of an IDS is directly related to training samples and their features. When

these features contain discriminative information about normal or attack connections, the

underlying system can effectively determine anomalous activities. Therefore, IDSs can em-

ploy proper feature transformation methods to extract informative features and improve their

performance.

2.1 Feature Transformation Methods for IDSs

Feature transformation is a method of data pre-processing. This method applies a linear or

nonlinear transformation to map the input features to a more discriminative feature space.

Using these new features improves the performance of the underlying systems [14].

Principal component analysis (PCA) [15], linear discriminant analysis (LDA) [15] and its

extensions such as semi-supervised LDA (SLDA) [16] and split and combine LDA (SC-

LDA) [17] are some examples of the linear feature transformation methods which are em-

ployed by different applications. These methods may also reduce the dimensionality of fea-

ture space [15].

An IDS based on the back-propagation algorithm for training a multi-layer perceptron clas-

sifier is proposed in [18]. In the training phase, this system employs the vectors of labeled

connections and it applies LDA for feature transformation and reduction. Using LDA, the

connections’ features are classified into maximally separated classes of data. For this ob-

jective, LDA maximizes the ratio of the between-class and the within-class distances of the

connections’ vectors to find a proper transformation matrix. Training and testing sets are

selected from the NSL-KDD dataset with 41 features where deploying LDA reduces them

to four features. The experimental results indicate that applying LDA leads to 97% data

reduction and 94% time while the attack detection rate remains unchanged.

An IDS based on genetic algorithm (GA) is proposed in [19]. This IDS applies misuse

detection technique and identifies the attacks by constructing a set of rules. It employs a

modification of PCA for feature reduction. Instead of using the principal components (PCs),
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it extracts some information from the PCs to select a subset of features. It first calculates the

covariance matrix of the samples and then computes and sorts the their eigenvalues. Finally,

it selects the eigenvector corresponding to the smallest eigenvalue and deletes the feature

with the largest coefficient in this eigenvector. The last step is repeated until onlyd features

remain whered is the dimensionality of the output space. The feature reduction accelerates

the process of GA, which creates classification rules to categorize the network traffic into

normal or attacks. The resulting IDS can detects 98.38% of the normal data and 94.48% of

the attack samples in the testing phase when it employs only three out of 41 features of the

KDD cup 99 selected by the modified PCA.

Reduced Class-dependent Feature Transformation (RCDFT) is proposed in [20] for IDSs

based on classification methods. In the training phase, this system applies a feature transfor-

mation method such as PCA or LDA to the samples of each class and calculatesM different

f -by-f transformation matrices.M is the number of classes in the training samples, andf is

the dimensionality of the input space. For each sample, RCDFT findsM different mapped

data using all the transformation matrices and generates a new sample withM× f features.

Next, RCDFT applies PCA to map the new set of data to anf dimensional feature space.

Finally, it trains a classifier using the mapped training samples. This method extracts new

features from a larger set of features so these features are more informative. The experimen-

tal results over KDDTrain20%+ and KDDTest+ datasets demonstrate that RCDFT based

IDS has higher detection rate and lower false alarm compared to IDSs, which employ LDA

or PCA feature transformation techniques.

ML is also a feature transformation method. The main difference between the classical fea-

ture transformation techniques such as LDA or PCA and ML approach is that the former

implicitly derive a metric through the projections while the latter deploys side information

to achieve its key goal, i.e., learning the underlying metric [9].

Normal profiles of NADSs consist of some different areas in the feature space using the typ-

ical extracted network connections’ features. Each of these areas represents a set of similar

normal connections. A ML method adjusts the locations of the network connections in the

new feature space in such a way that the similar connections tend to get closer and the dis-
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similar ones tend to move away. As a result, it can be the best feature transformation method

for improving the performance of a NADS through the extraction of a more accurate nor-

mal profile. As well as, we can assign some properties to the learned feature transformation

matrix using the objective function and constraints of ML scheme’s optimization problem.

2.2 Backgrounds on Metric Learning

ML is the process of automatically learning an application-specific distance function. This

method employs prior knowledge in the form of relative distance constraints or similar-

ity/dissimilarity constraints [21]. A linear ML method calculates a transformation matrix for

mapping data to the output feature space for better discrimination in the new space. After

data transformation, a traditional distance function is used to measure the distance between

the mapped data. As an example, the distance betweenxi ∈ Rn andx j ∈ Rn is measured as

follows:

d(xi ,x j) = ‖Gxi−Gx j‖2
2 (1)

WhereG ∈ Rn×n is the learned transformation matrix, and the Euclidean distance is the

selected traditional metric. [9].

Given the dissimilarity constraints inD and the similarity constraints inS, the problem of

learning a distance metric is formulated as a convex optimization problem in [22] as given

by (2).

min
A

∑
(xi ,x j )∈S

‖xi−x j‖2
A

s.t. ∑
(xi ,x j )∈D

‖xi−x j‖2
A ≥ 1, A ≥ 0

(2)

WhereA is the desired transformation matrix.A ≥ 0 ensures the non-negativity and trian-

gle inequality conditions of the metric. The objective is to minimize the distance between

data points within the similar set, while the sum of the distance between data points in the

dissimilar set should be more than an optional constant, e.g., 1.

The optimization problem of another ML method minimizes the distance between data
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points in the similarity constraints and maximizes the distance between data points within

the dissimilarity constraints simultaneously. The corresponding optimization problem is

given by:

W∗ = argmax
WTW=I

tr(WTŜbW)
tr(WTŜwW)

(3)

Here,tr is the trace operator.I is an identity matrix of sizenandWTW = I is a constraint that

prevents from degenerate solutions.Ŝw andŜb are the covariance matrices of the similar and

dissimilar observations respectively. The numerator of (3) is the squared Euclidean distance

between the dissimilar data points after transformation by matrix,WT . In the same way,

the denominator of (3) is the squared Euclidean distance between the similar mapped data

points.

Finally, W∗ ⊂ Rn×d is the desired transformation matrix whered is the dimensionality of

the output space so thatd < n. Dimensionality reduction is a significant property of this

ML scheme. It is effective especially when we deal with high dimensional data. In [23] a

heuristic iterative search framework is presented to solve the optimization problem of (3).

3 Proposed Metric Learning Method for Unsupervised Clustering-based NADSs

Many distance-based clustering methods have been proposed and applied for unsupervised

NADSs [8]. The performance of the clustering algorithms has a crucial role in the accuracy

of these NADSs. When a clustering method precisely determines the existing clusters in the

feature space, testing data are also assigned to the true clusters. As a result, the underlying

NADS will have acceptable performance. This issue emphasizes the importance of learning

a proper distance metric in the performance of unsupervised clustering-based NADSs.

3.1 Motivation

As an example, consider a randomly selected subset of Kyoto 2006+ dataset, which is a

well-known network dataset employed for the evaluation of this paper. Assume that the un-

derlying classification problem is to determine to which of two classes (normal or attack)

a connection’s feature vector belongs using the first 13 features of each connection. A dis-
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tance function is required to compare the feature vectors of the connections, where using the

Euclidean distance would be the most obvious choice. However, a simple statistical analysis

of the data shows that it will be incompetent. The average values of nine features across

the dataset are from the interval [0,10], three features are from the interval [10,300] and

the average value of one feature is 4773. Obviously, the computation of the Euclidean dis-

tance is directly affected by the single largest feature, and the effects of the other 12 features

are almost ignored. Furthermore, we notice that normalization of the features’ values does

not significantly improve the performance of the traditional metrics since the importance

of the features depends on the applications and each application requires its special feature

weighting [9]. As a result, employing the traditional distance functions, such as the Eu-

clidean metric, in conjunction with clustering and classification methods lead to inefficient

approaches.

On the other hand, the network connections have heterogeneous features. For instance, “Du-

ration”, “Service” and “Source bytes” are some of the important features of the network

datasets, which show the duration of the connections in seconds, the connections’ service

types, e.g., http or telnet and the number of data bytes sent by the source IP addresses, respec-

tively. It is clear that these features have different units. Therefore, the Euclidean distance

between two connections’ feature vectors as the square root of the summation of some terms

with different units and scales may not properly reflect the similarity of the connections’ fea-

ture vectors. In this paper, we develop a ML scheme as a feature weighting method, which

scales and rotates the data in order to consider these issues and can be used for unsupervised

clustering-based NADSs.

In the following, we assume thatX = {x1,x2, . . . ,xm} is the set of the connections’ feature

vectors as the training data andY = {y1,y2, . . . ,ym} is the set of the corresponding mapped

data using the transformationyi = f (xi). X = [x1,x2, . . . ,xm] andY = [y1,y2, . . . ,ym] are the

matrices of the training data and the mapped data, respectively. To the best of our knowl-

edge, learning a proper distance metric is an almost new idea for improving the security of

networks. In section 3.2 we present a method to extract the required side information of ML

procedure which makes it applicable for unsupervised systems. As well as, in section 3.3 we
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Fig. 1.The unsupervised proposed method for generating the similarity/dissimilarity constraints

highlight the importance of preserving the intrinsic structure of the samples in the course of

ML process. Based on this idea, in section 3.4, we formulate a specific optimization prob-

lem as a new ML method which employs Laplacian Eigenmap technique to preserve local

neighborhood information of samples. Finally, in section 4, we will design an unsupervised

clustering-based NADS which derives a desired distance metric by applying the proposed

ML scheme. Locality-preserving property strongly affects the performance of this NADS,

as we will prove it by simulation.

3.2 Extracting Similarity/Dissimilarity Constraints

Side information is a necessary component of each ML scheme. It is usually in the form

of prior knowledge about similar and dissimilar data points. However, this work focuses

on unsupervised clustering-based NADSs, and we attempt to extract side information from

unlabeled connections’ feature vectors.

Fig. 1 shows the unsupervised proposed method in which the sets of similarity and dissim-

ilarity constraints from the input training vectors are generated. A subset of connections’

features is used in the clustering process. The features with the higher variances are selected

for the Pre-Clusteringsince they are more discriminative in comparison with the features

that show low variances. The number of these features can be determined by trial and error.

The Pre-Clusteringstep groups the similar training data using the selected set of features

and the results are employed for generating the similarity/dissimilarity constraints.

Random Pairs Selectorrandomly selects some pairs of the training connections’ feature

vectors, e.g.,(xi,x j). If both xi andx j have been assigned to the same cluster in thePre-
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Clusteringstep,(xi ,x j) is added to the similarity constraints, and otherwise, it is appended to

the dissimilarity constraints. Finally, the sets of similarity,P= {(xi ,x j)| xi andx j are in the same class},
and dissimilarity constraints,N = {(xi ,x j)| xi andx j are in two different classes}, are con-

structed.

3.3 Locality-Preserving Property

The intrinsic structure of the network connections’ feature vectors gives us some precious

information about the similar and dissimilar patterns. For example, the normal connections,

which have similar features’ values in the input space, are more likely to represent the same

type of normal patterns. This valuable information should not be lost in the transformation

to the new feature space in the course of ML process.

Specifically, the local neighborhood information of connections’ feature vectors should be

preserved such that the adjacent vectors in the input feature space should also be close to

each other in the mapped output space. We use the Laplacian Eigenmaps algorithm [24] to

consider this issue in the designed NADS.

Laplacian Eigenmap method regards the input training vectors as the vertices of a graph.

The edges of this graph connect each vertex to all itsk-nearest-neighbors connections. The

Laplacian Eigenmap algorithm minimizes the following cost function to ensure the locality-

preserving property:

JLap(X, f ) =
1
2∑

i
∑

j
‖yi−y j‖2si j (4)

Whereyi is the mapped vector corresponding to the input vectorxi of the data matrixX,

i.e., yi = f (xi), andsi j is an element of the graph’s adjacency matrix. This cost function

assigns heavy penalties to the neighboring vectors in the input space which are far apart in

the output space. Minimization of this cost function preserves the relative distance between

each vector and itsk-nearest-neighbors. This function can be written as follows [24]:
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JLap(X, f ) = tr (∑
i

yidiyT
i −∑

i
∑

j
yisi j yT

j )

= tr (Y(D−S)YT) = tr(YLY T)

(5)

S is the adjacency matrix andD = diag(d1, ...,dm) is the degree matrix of the resulting graph

wheredi is degree of vertexi. Lm×m = D−S is the Laplacian matrix of this graph. We use

the cost function of of locality preserving to formulate our ML scheme in section 3.4.

3.4 Unsupervised Metric Learning Optimization Problem

This section employs the extracted similarity/dissimilarity constraints described in section

3.2 and the locality-preserving method described in section 3.3 to formulate the proposed

ML scheme.

ML is formulated as an optimization problem in which the objective function considers

both the distance of the similarity constraints and the cost function of (5) to preserve the

local neighborhood information as well as the distance between the pairs of the dissimilarity

constraints in the output feature space simultaneously as given by (6).

W∗ = argmax
WTW=I

∑(xi ,x j )∈N ‖WTxi−WTx j‖2

∑(xi ,x j )∈P‖WTxi−WTx j‖2 +α tr(WTXLX TW)
(6)

Where f (xi) = WTxi is the linear transformation function and constraintWTW = I pre-

vents from degenerate solutions. the numerator of (6) is sum of the distance between the

pairs of the dissimilarity constraints in the output feature space. The denominator of (6)

is sum of the distance between the pairs of the similarity constraints in the output feature

space and the cost function of (5). We substituteY = WTX as the transformation func-

tion for Y = f (X) in JLap(X, f ). As a result, the cost function can be written in the form

of JLap(X, f ) = tr(WTXLX TW). Finally, α ≥ 0 balances between pairwise distance of the

mapped similarity constraints and the cost function.

W∗ ∈ Rn×d is the desired transformation matrix. Here,n is the dimensionality of the input

and d is the dimensionality of the output feature spaces. In the case ofn = d, we have

WTW = WWT = I and the learned metric isA = I . This special case is the Euclidean
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Algorithm 1.The proposed ML method

1: Findk-nearest-neighbors of each connection’s vector in the training data
2: Construct a graphG = (V,E), |V| = m, wherem is the size of the training data andE =
{(vi ,v j)| vi is in thek-nearest-neighbors ofv jor viceversa}

3: Find the Laplacian matrix ofG, L = D−S, whereD is the degree matrix andS is the adjacency
matrix ofG

4: Employ the proposed method in section 3.2 to generate the similarity/dissimilarity constraints
5: CalculateSb andSW according to (7) and (8)
6: Obtain the new matrix̂S= SW +αXLX T

7: Apply the search algorithm in [23] to solve the optimization problem in (9). (The inputs of this
algorithm areSb, Ŝ, dimensionality of the output feature space (d) and the error constantε)

8: Calculate the new metricA = W∗(W∗)T

distance metric which is ignored. Consequently, the dimensionality of the transformed space

should be smaller than the input one, i.e.,d < n, which shows that the dimensionality of the

vectors is reduced after the transformation.

The covariance of the point pairs in the similarity and dissimilarity constraints are calculated

by (7) and (8) respectively.

Sw = ∑
(xi ,x j )∈P

(xi−x j)(xi−x j)T (7)

Sb = ∑
(xi ,x j )∈N

(xi−x j)(xi−x j)T (8)

Substitution of (7) and (8) into (6) leads to the following optimization problem:

W∗ = argmax
WTW=I

tr(WTSbW)
tr(WT(Sw +αXLX T)W)

(9)

We can solve this optimization problem by applying the iterative search algorithm in [23].

The result is the learned transformation matrixW∗ and the learned distance metricA =

W∗W∗T , which are directly extracted from the training samples. Algorithm 1 summarizes

the overall process of the proposed ML method.

In the next section, we develop an unsupervised NADS that employs this ML scheme to

justify the effectiveness and efficiency of applying an appropriate metric in a NADS.

12



Filtering

Metric Learning Transformation step

Transformation step

Training Data

Transformation Matrix

Filtered Data

Clustering
Transformed

Data

Boundary Estimation
Clusters

Testing Data Dividing
Transformed

Data

Centers of Clusters

Classifying

SVM Models

Class of

each Data

Labels of
Testing  Data

Training Phase

Testing Phase

Fig. 2.The block diagram of the proposed unsupervised clustering-based NADS, including the training and the testing phases and the

metric learning module

4 Proposed Unsupervised Clustering-based NADS

Fig. 2 depicts the overall schema of the training and testing phases of the proposed unsuper-

vised clustering-based NADS. The training phase has five steps:Filtering, Metric Learning,

Transformation, ClusteringandBoundary Estimation.

As other NADSs, the system models the normal traffic behavior and each deviation from

this model is considered as an attack. The system first needs a method for selecting the

normal connections’ feature vectors from the training data which include normal and attack

connections. In theFiltering step, an unsupervised method is employed to filter out most of

the attacks from the training samples. Hence, the output of this step is the normal network

connections, which are called filtered data.

The filtered data are the input of theMetric Learningstep. At this stage, two sets of simi-

larity/disimilarity constraints are extracted from the filtered data as described in section 3.2

and they are used to formulate the optimization problem of (9). The solution of this problem

is the desiredn-by-d transformation matrix,W∗ as the result of theMetric Learningstep.

The Transformationstep maps then-dimensional filtered data to a smallerd-dimensional

output feature space using the linear mapping function,yi = W∗Txi . The Clusteringstep

groups the similar filtered data in the same cluster and the dissimilar filtered data in the

different clusters. The results arek well-separated clusters of the normal connections. In
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Boundary Estimationstep, an unsupervised one-class classifier based on boundary method

[25] estimates the border of each cluster separately. Then the insides of these borders are

considered as the profile of the normal traffic behavior in the proposed clustering-based

NADS.

The testing phase consists of three steps:Transformation, Dividing and Classifying. The

Transformationstep employs the learned transformation matrix,W∗, to map testing con-

nections’ feature vectors to the output feature space. TheDividing step assigns the mapped

testing data to their nearest clusters, which are detected in theClusteringstep of the train-

ing phase. Finally, theClassifyingstep classifies the testing data into normal or attacks. If a

connection’s feature vector locates within the boundary of its nearest cluster, it is regarded

as normal, and otherwise it is considered as an attack.

In the following, we adopt a specific implementation of theFiltering, Clustering Pre-Clustering

in theMetric Learningstep from [26] to develop a NADS, which uses a particular distance

metric that is derived from the connections’ feature vectors, based on the overall schema

of Fig. 2. We will compare our results against [26] in the next section to show the effect

of using data specific distance metric in the design of NADSs. We should note that the de-

veloped scheme can be used in conjunction with otherFiltering, Pre-Clustering, Clustering

andBoundary Estimationschemes.

In theBoundary Estimationstep, we employ the one-class SVM classifier which is an unsu-

pervised learning method that finds a hyper-sphere around the samples of each cluster. This

hyper-sphere encompasses most of these samples. See [26] for more details on the adopted

Filtering, Clustering, andBoundary Estimationprocesses.

5 Experimental Results

This section explains the experiments were performed to investigate the effects of the pro-

posed ML method on the performance of the clustering-based NADSs and also the NADSs

based on some other machine learning schemes.
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5.1 Evaluation Metrics

Six performance measures, including accuracy of normal (true negative rate/TNR), accuracy

of attack (true positive rate/TPR), false positive rate/FPR, false negative rate/FNR, correctly

classified instances/CCI and F-score are evaluated in the following experiments. TNR is the

fraction of normal connections correctly classified as normal; TPR is the fraction of attack

connections correctly classified as attacks; FPR is the fraction of normal connections incor-

rectly classified as attacks; FNR is the fraction of attack connections incorrectly classified

as normal; CCI is the fraction of correctly classified network connections and F-score is

the harmonic mean of two metrics: TPR and Precision where Precision is the fraction of

detected attacks, which are correctly classified as attacks.

These measures are used to compare the performance of the proposed ML based NADS

against the Euclidean SVM-Clustering Based NADS (ESC-NADS) proposed in [26], which

employs the Euclidean distance in its clustering and classification phases. The proposed

ML based NADS, which its architecture is shown in Fig. 2, uses theMetric Learningand

the Transformationsteps in the training phase, as well as theTransformationstep in the

testing phase in contrast to the ESC-NADS. Both NADSs apply a modification of K-means

clustering algorithm in theClusteringstep and one-class SVM classifier in theBoundary

Estimationstep of the training phase.

5.2 Dataset Description and Data Preparation

The proposed NADS was evaluated over the Kyoto 2006+ dataset [27]. Each network con-

nection in this dataset is specified by 24 features. The first 14 features were directly selected

from the most informative features of the KDD cup 99 dataset [28]. The other 10 features

were extracted to investigate efficiently what happens on the networks. This dataset has ad-

vantages compared to the other datasets like the KDD cup 99 and NSL-KDD. The Kyoto

2006+ dataset was collected more recently from the real computer network connections.

That is, it includes more recent attacks and reflects the behavior of normal connections more

precisely. In this work, the first 13 features of the Kyoto 2006+ dataset were used to select
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the training and testing data. See [29] for the list of the features and detailed explanation of

them.

In the training phase of the proposed NADS, the attack ratio was set to 1% . As a result,

58294 connections’ feature vectors from the traffic of (November. 1-3, 2007) including 582

attacks were randomly selected to prepare the training data. Testing data were also prepared

from the traffic of 10 days: December 1, 8, 15 and 22 2007, January 10, 17 and 23 2008,

February 9, 16 and 23 2008.

5.3 System Setup

In theMetric Learningstep, two sets of 5000 pairs were randomly selected from the filtered

data using the proposed method in section 3.2 to provide the similarity/dissimilarity con-

straints. As well as, the performance measure were averaged over the results of employing

10 different sets of randomly selected constraints in theMetric Learningstep. The dimen-

sionality of the output feature space was fixed tod = 9; the regularization parameter was set

to α = 0.2, and the number of the nearest neighbors in the Laplacian Eigenmap approach

was set tok = 10.

The Libsvm [30] library was used to implement the one-class SVM classifier in theBound-

ary Estimationstep. Radial basis function was chosen as the kernel function of the one-class

SVM. The parameters of the kernel function were adaptively selected for each cluster. The

ratio of the training samples, which do not locate inside the discovered hyper-sphere of

the one-class SVM classifier, is denoted byν . The performance measures of the proposed

NADSs and the ESC-NADS were evaluated for different values ofν in the training step.

Both in the training and the testing phases, the features’ values of the network connections

were normalized to zero mean and unit standard deviation.

5.4 Evaluation and Results

The proposed NADS was evaluated by using different selected features in thePre-Clustering

of theMetric Learningstep. Using all features in thePre-Clusteringlead to very small and

separated clusters in theClusteringstep which reduce the accuracy of normal. For this rea-
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Fig. 3.Performance comparisons of the proposed NADSs and ESC-NADS in terms of a) Accuracy of attack, b) Accuracy of normal, c)

False positive rate, d) False negative rate, e)F-Score and f) CCI

son, thePre-Clusteringwas performed using one of the connections’ features. According to

the experiments, employing features with the higher variances lead to better results. There-

fore, the first (duration), the third (source bytes) and the forth (destination bytes) features,

were selected from the 13 features of the training data forPre-Clusteringand three differ-

ent NADSs were trained. In the following, these systems are called theProposed NADS/i-th

featurethat indicates thei-th feature was used in thePre-Clusteringstep.

Fig. 3 shows the performance measures of the proposed NADSs against the ESC-NADS

for different values of parameterν . As the value ofν is decreased, the normal connections

inside the hyper-spheres corresponding to the detected clusters are increased. It leads to the

larger sized hyper-spheres and hence they could better represent the normal connections’

behaviors. Therefore, by decreasing the value ofν , the TNRs in all NADSs are increased

(Fig. 3(b)) and their FPRs are decreased (Fig. 3(c)).

The performance of all NADSs is approximately the same in terms of the accuracy of at-

tack and FNR (Fig. 3(a) and Fig. 3(d)). However, the proposed NADSs, regardless of the

selected features in thePre-Clusteringstep, outperform the ESC-NADS in terms of the ac-
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curacy of normal and FPR (Fig. 3(b) and Fig. 3(c)). The reason is that the proposed NADSs

apply a distance metric, which could precisely measure the distance of the connections’ fea-

tures. Specifically, the proposed NADSs could better group the similar normal connections.

It leads to a more accurate clustering in theClusteringstep compared to the ESC-NADS.

According to Fig. 3(f), higherTNRsof the proposed NADSs lead to the greaterCCI mea-

sures compared to the ESC-NADS. Also, lowerFPRsof the proposed NADSs increase the

Precision measures and as a result lead to the greater F-Scores compared to the ESC-NADS

as shown in Fig. 3(e). Using the first feature forPre- Clusteringimproves the performance

of the proposed system for greater values ofν .

Fig. 4 illustrates how dependent are the performance measures of the proposed NADSs on

the employed side information. Each column of Fig. 4 depicts the obtained experimental

results for one of the proposed NADSs. This figure shows the average performance mea-

sures of each proposed NADS (over 10 different sets of similarity/dissimilarity constraints)

versus the different values ofν and the vertical line segments show the corresponding confi-

dence intervals. We found that theProposed NADS/3rd featurehas the minimum sensitivity
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to the selected side information, Fig. 4(d), Fig. 4(e) and Fig. 4(f). On the other hand, the

Proposed NADS/4th featurehas the maximum sensitivity to the changes of the employed

similarity/dissimilarity constraints, Fig. 4(g), Fig. 4(h) and Fig. 4(i).

We also investigated the effect of the locality preserving on the performance of ML based

scheme. Fig. 5 depicts the performance measures of theProposed NADS/3rd featurefor

two different scenarios. In the first one, the locality-preserving property was considered in

the proposed ML scheme by settingα = 0.2 in the optimization problem of (9). In the

second one, the locality-preserving property was ignored by settingα = 0. Note that in the

second scenario the optimization problem of (9) turned into the problem (3). According

to this figure, preserving the local neighborhood information in the proposed ML method

significantly improves the performance of the underlying NADS. In fact, whenα 6= 0, ML

optimization proble considers the intrinsic structure of connections’ features, which gives

some valuable information about the adjacent samples, and leads to a more efficient and

reliable distance metric.

In the next experimental study, PCA and LDA were used as the linear feature transformation

stage of the ESC-NADS, and the results of the proposed NADS, which applies ML based

feature transformation method, were compared against them. ESC+PCA applies PCA to the
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ES+LDA+FR in terms of a) Accuracy of attack, b) Accuracy of normal, c) False positive rate, d) False negative rate, e) F-Score and

f) CCI

training data and finds a feature transformation matrix for mapping the data to a new feature

space. Next, similar to the ESC-NADS, theClusteringandBoundary Estimationsteps are

employed to determine the borders of the normal profile.

In Fig. 6, the performance measures of theProposed NADS/1st featureare compared against

ESC-NADS and ESC+PCA for different values of parameterν . This figure shows that us-

ing PCA as the feature transformation does not improve the performance of the ESC-NADS.

The reason is that the typical extracted features of the network connections are not highly

correlated and consequently applying PCA, which converts a set of correlated features to

a set of uncorrelated ones, could not significantly affect the performance of the underlying

NADS. Furthermore, applying feature reduction does not help as it is shown in the perfor-

mance measures of the corresponding NADS entitled ESC+PCA+FR.

LDA was also applied as the feature transformation stage of theESC-NADS. As shown in

Fig. 6, the ESC+LDA outperforms the ESC-NADS in terms of accuracy of normal, FPR,

F-Score and CCI. The reason is that LDA maps the network connections’ feature vectors
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Table 1
Performance comparisons of classification-based NADSs with and without applying the proposed ML method

Method TPR TNR FPR FNR F-Score CCI

J48 0.788 0.999 0.001 0.212 0.875 0.9774

J48+ML 0.805 0.993 0.007 0.195 0.86 0.9745

Naive Bayes 0.099 0.982 0.018 0.901 0.156 0.8957

Naive Bayes+ML 0.753 0.969 0.031 0.247 0.74 0.9481

Bayes Net 0.18 0.996 0.004 0.82 0.296 0.916

Bayes Net+ML 0.726 0.991 0.009 0.274 0.801 0.9646

Random Forest 0.696 0.991 0.009 0.304 0.784 0.9625

Random Forest+ML 0.81 0.992 0.008 0.19 0.855 0.9737

MLP 0.788 0.98 0.02 0.212 0.797 0.9607

MLP+LP 0.714 0.991 0.009 0.286 0.797 0.9642

KNN(k=10) 0.124 0.999 0.001 0.876 0.219 0.9132

KNN(k=10)+ML 0.998 0.97 0.03 0.002 0.878 0.9729

ICO 0.704 0.999 0.001 0.296 0.82 0.9697

ICO+ML 0.791 0.999 0.001 0.209 0.878 0.9784

into a new feature space in which the ratio of the between-class and within-class distances

of the training samples is maximized. This leads to a more accurate normal profile con-

struction in the new feature space and enhances the performance. However, theProposed

NADS/1st featureoutperforms ESC+LDA. According to this figure, feature reduction by

ESC+LDA+FR leads to the performance improvement of the ESC+LDA. For a fair compar-

ison, the same number of the features were employed in theProposed NADS/1st featureand

ESC+LDA+FR. Again, theProposed NADS/1st featureoutperforms the ESC+LDA+FR in

terms of accuracy of normal, FPR, F-Score and CCI.

The proposed ML method not only can improve the performance of distance-based algo-

rithms, e.g., SVM and K-means clustering techniques, but also feature mapping, which leads

to well-separated classes in the output space enhances the performance of the other machine

learning techniques. In this experimental study, seven different classification algorithms, in-

cluding j48 decision tree, Naive Bayes, Bayes Net, Random Forest, Multi-layer Perceptron
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(MLP), K-nearest-neighbors (KNN) and Iterative classifier optimizer (ICO) [31] were em-

ployed to identify to which of normal or attack classes a testing connection’s feature vector

belongs. Weka software was used for implementation of these algorithms and the values of

all the algorithms’ parameters were fixed to the default ones except the number of the nearest

neighbors in KNN algorithm, which was fixed tok = 10. Their classification performance

was evaluated in two different scenarios. In the first scenario, the training and testing data

were used without applying a feature transformation method as presented in section 5.2.

The resulting models, which were built based on the training data, were evaluated using the

testing samples. In the second scenario, to investigate the effect of applying a proper fea-

ture transformation method, first a transformation matrix was learned based on the proposed

unsupervised ML method, and it was used to map the training and testing data to a new

feature space. Then, the models were built and evaluated in the output feature space. Table 1

compares the performance metrics of the NADSs based on these classification methods with

and without applying the learned transformation matrix. Note that, the attack ratio of the

training samples was set to1%. As a result, the imbalanced dataset leads to poor “accuracy

of attack” measures of these NADSs without applying a transformation matrix. However,

employing the feature transformation matrix by the NADSs, leads to more accurate models,

which discriminate normal and attack classes well while preserving the local neighborhood

information of the connections. The results show that the proposed ML method can improve

the accuracy of attack, FNR, F-Score and CCI measures of the underlying NADSs based on

these classification methods, as shown in Table 1.

Finally, the performance of ESC-NADS andProposed NADS/1st featurewere also evaluated

over two other datasets, NSL-KDD and updated version of Kyoto2006+ (Kyoto2015), to

verify the effectiveness of the proposed ML scheme. For Kyoto2015 dataset, the attack ratio

was set to 1% and 60000 connections’ feature vectors were randomly selected from the

traffic of November 1-3, 2014 including 600 attacks. Testing data were also prepared from

the traffic of 40 days: December 1, 8, 15 and 22 2014, January 10, 17 and 23 2015, February

9, 16 and 23 2015 and March 1-30 2015. Randomly selected set of testing data contained

592016 normal and 65779 attack. System’s parameters were identical to what is described
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Fig. 7. Performance comparisons of theProposed NADS/1st featureand ESC-NADS over NSL-KDD and Kyoto2015 in terms of a)

Accuracy of attack, b) Accuracy of normal, c) False positive rate, d) False negative rate, e) F-Score and f) CCI

by section 5.3. In the case of NSL-KDD, the KDDTrain+ and KDDTest+ were used for

training and testing phases respectively. The dimensionality of the output feature space was

set tod = 37, the regularization parameter was fixed toα = 0.1 and the other parameters

of the system were identical to section 5.3. Experimental results over these new datasets,

which are depicted by Fig. 7, indicate that theProposed NADS/1st featureoutperforms the

ESC-NADS in terms of all the performance measures, for different values of parameterν .

6 Conclusions and Future Work

We suggest to learn and use a new distance metric in the NADSs to deal with heteroge-

neous features of the network connections. An unsupervised ML method has been proposed,

which directly derives a proper distance metric from the training connections’ feature vec-

tors. The learned feature transformation matrix is a proper feature weighting, which is tuned

for the underlying NADS using extracted side information. We present a clustering-based

NADS, which deploys the learned distance metric and evaluate its performance over the
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Kyoto 2006+ and NSL-KDD datasets. The results show that using a proper distance metric;

we can afford the comparison of the heterogenous features, which should be dealt in the

NADSs. In the future works, we will investigate other forms of linear ML as well as non-

linear ML methods for improving the performance of clustering-based NADSs. We also

intend to develop a new architecture to use online ML schemes in the NADSs to consider

the effects of the new discovered attacks.
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